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Who am | @

PhD in Information Security, OSCP, CEH

Penetration tester at KPMG Romania

Web applications, internet banking
Network infrastructures

Mobile applications

Source code reviews

+ some annoying stuff

Teaching assistant at Information Security Master

programs from Bucharest universities
Teaching penetration testing classes
Organizing Capture the Flag contests

Al ways | 1 ke to prove my poi [
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Real life example @

- How much do you really pay?
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- How much do you really pay?

. What about:
2.85% + 3.20% = 6.05% ?
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How much do you really pay?

. What about:
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Real life example @
- How much do you really pay?
. What about: {Q

2.85% + 3.20% = 6.05$ ? o)

. How much does the seller win >/
from rounding? /

- We are a bit
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In Internet Banking apps

. Banks are vulnerable also
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In Internet Banking apps

Banks are vulnerable also
Amounts are specified with two decimals:

IBAN
Current Account ROGO JZ210000001360445
Current Account ROGE 0210000001360434
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Currency Current Balance

EUR
ROMN

®

49.00
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In Internet Banking apps @

Banks are vulnerable also
Amounts are specified with two decimals:

IBAN Currency Current Balance

CurrentAccount  ROG07 " 0210000001260445 EUR
CurrentAccount  ROBE!10210000001360434 RON 49.00

What happens when you transfer 8.3436 EUR to your

account?
Amount += 8.34 EUR => Bank wins 0.0036 EUR
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In Internet Banking apps @

Banks are vulnerable also
Amounts are specified with two decimals:

IBAN Currency Current Balance

CurrentAccount  ROG07 " 0210000001260445 EUR
CurrentAccount  ROBE!10210000001360434 RON 49.00

What happens when you transfer 8.3436 EUR to your

account?
Amount += 8.34 EUR => Bank wins 0.0036 EUR

What happens when you transfer 8.3478 EUR to your

account?
Amount += 8.35 EUR => Bank loses 0.0022 EUR
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In Internet Banking apps @

Banks are vulnerable also
Amounts are specified with two decimals:

IBAN Currency Current Balance

CurrentAccount  ROG07 " 0210000001260445 EUR

Current Account  ROGE 0210000001360434 ROMN 49.00

What happens when you transfer 8.3436 EUR to your

account?
Amount += 8.34 EUR => Bank wins 0.0036 EUR

What happens when you transfer 8.3478 EUR to your

account?
Amount += 8.35 EUR => Bank loses 0.0022 EUR

Max to win/lose: 0.005 EUR / transaction
Rounding is done to the closest value (two decimals)
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How to always win?

. Let 60s
our favor

ma k e

transact.
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How to always win? @

Let 0s make transactions t haj
our favor

How?
Foreign exchange transactions
Transfer between your own accounts having different currencies
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Obtain a better exchange rate @

Transfer money between your own accounts
(e.g. RON -> EUR)

Specify how much RON you want to sell

EUR Actual exchange rate
(rounded) | (RON/EUR rounded)

4.40 1.00 4.40 Official
2 0.4545 0.45 4.44

1 0.2272 0.23 4.34

0.5 0.1136 0.11 4.54

0.05 0.0113 0.01 5

0.03 0.0068 0.01 3

0.023 0.0052 0.01 2.3 The best
0.02 0.0045 0.00 not good

\_ 100*(0.023 RON->0.01 EUR) => 2.3 RON=1EUR Y
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What about Rubla? @

Transfer money between your own accounts
(e.g. RUB -> USD)

Specify how much RUB you want to sell

USD Actual exchange rate
(rounded) | (RUB /USD rounded)

32.39 32.39 Official
10 0.3087 0.31 32.25

5 0.1543 0.15 33.33

1 0.0308 0.03 33.33

0.5 0.0154 0.02 25

0.2 0.0061 0.01 20

0.17 0.0052 0.01 17 The best
0.16 0.0049 0.00 not good

\_ 100*(0.17RUB ->0.01USD) => 17 RUB =1 USD )
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Compute your own exchange rate

http://pentest-tools.com/internet -banking/exchange-rate-improver

Pentest-Tools.com [ o Login

Security testing from the cloud Forgot password?

Register account

FREE PENTEST TOOLS BUM CREDITS BLOG CONTACLT ABOUT

=
Exchange Rate Improver Ellic| |WTweet| @ share

Google Hacking _ o _
Find Subdomains Execute History Tool description ze case scenarios
Whois Lookup
DME Lookup
DNS Zone Transfer Currency 1 usD [=] (CCY1)

Currency 2 EUR [=] (CCY2)
Fing sweep Exchange rate 1 14023 | (Bank's rate when exchanging CCY1 -= CCY2)
TCP port scan
UDP port scan Exchange rate 2 1.3102 (Bank's rate when exchanging CCY2 -= CCY1)

Number of decimals 2 |z|
o
XSS Senver
Web proxy



http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
http://pentest-tools.com/internet -banking/exchange-rate-improver
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Example (1)
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Genereaza raport Filtrare/Cautare Descarca raportul

Contul * Perioada *
RO54F0000999902861827 [EUR]B Alt interval
13/02/2012

~ | e

|=|=. 13/02/2012 |=J

Data - Detalii tranzactie =

[-] Toate tranzactjile (Operatiuni:3)

13/02/2012 Schimb valutar
Referinta: 7
Din contul: RO15MEM000999502846549
Suma: 0,03 RON
Rata: 4,40580

13/02/2012 Schimb valutar ME—
Referinta: 8
Din contul: RO1 4EF0000999902861340
Suma: 0,03 RON
Rata: 4,40580

13/02/2012 Schimb valutarJIEIEGF
Referinta: 9
Din contul: RO1.MEN000999902861340
Suma: 0,02 RON

Rata: 4,40580

Debit/Credit + Balantd intermediard
+ 0.01 0.03
+ 0.01 0.04
EUR
+ 0.01 0.05
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Example (2)

ECHANGES VALUTAIRES
Client FURTUNA CONSTANTIN-ADRIAN
Cul / CNP

Compte vente:  RO78! © 7 71210000001360412 (RON)
[Montant vendu:  0.025 RON |

Compte achat: ROYZS  0210000001360423 (EUR)
Montant achete: 0.01 ELR

Rata de schimb 4 4514
Date dordre: Q5062013

La transaction a &té introduite le 05/06/2013 & 13:10:44 heure par CONSTANTIN-ADRIAN FURTUMNA
La transaction a &té signée le 05/06/2013 a 13:10:59 heure par CONSTAMNTIN-ADRIAN FURTUNA (E)

autorise. Referinta bancii: 021FT24131560016

Traité avec succes!
BAG2013 B:15:33 P
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When is the best deal @

Foreign exchange transactions:
Specify how much you want to sell => destination will be rounded
Specify how much you want to buy => source will be rounded

Best deal is when you can specify how much of the weaker
currency you want to sell/buy because the stronger
currency will be rounded

. |ROB2: 30777qRON]
From Account: | ROB2(MI9000099990030777([RON] [+] From Account: | ROB2111000099990030777([RON] [~

Balance: 25.00 RON Balance: 25.00 ROM

To Account: | ROBBIII10000999901801526[EUR] [ To Account: | ROBG1111000099990180162¢[EUR] [~]]

Beneficiary Mame: Constantin Adrian Furtuna

Beneficiary Mame: [Constantin Adrian Furtuna

Exchange Rate: 1 EUR = 4.5985 RON Exchange Rate: 1 EUR. = 4.5985 RON
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How much can | gain? @

C1 = minimum amount of currency 1 that can be exchanged (e.g. 0.023 RON)
C2 = minimum amount of currency 2 that can be exchanged (e.g. 0.01 EUR)
Ex_b = exchange rate for buying C2 with microtransactions (e.g. 2.3)
Ex b=Cl1l/C2
Ex_s = exchange rate for selling C2 (e.g. 4.4) 7 real exchange rate i fixed by the Bank

Ex b Ex s
X RON ——) Yy EUR meees) Z RON

Az=y*Ex s=(x/Ex b)*Ex_s=x*(Ex_s/Ex_b)
A multiplication rate = Ex_s/Ex_b
A transactions required = x / C1

Currency | Multiplication | Initial Final Gain Transactions
rate amount (x) | amount (y) required

44/23=19 100 RON 190 RON 90 RON ~ 20 EUR 100/ 0.023 = 4347
RUB 32.39/17=19 1000 RUB 1900 RUB 900 RUB ~27.8 USD 1000/0.17 = 5882

- /
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Different exchange rates (buy / sell) @

Banks have different exchange rates for buying and for
selling so they can always win

Let 06s sayeée

Official exchange rate: 32.39 RUB/USD
You buy USD from the Bank: 38.39
You sell USD to the Bank: 25.12

But for small amounts it is not true!

- | buy from the Bank (rRus A usD)
0.32 RUB /32.39 =0.009 USD A 0.01 USD
0.32 RUB /38.00 =0.008 USD A 0.01 USD
0.32 RUB/42.00 =0.007 USD A 0.01 USD
0.32 RUB /50.00 =0.006 USD A 0.01 USD
0.32 RUB /60.00 =0.005 USD A 0.01 USD
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How the Banks should protect themselve@

- Limit the number of transactions that can be performed in
a given time by a regular person

- Introduce a small fee for currency exchange operations
(e.g. 0.01 EUR)

. Limit the minimum amount that can be transferred in a
foreign exchange operation

- Monitor for suspicious transactions (numerous
transactions, very small amounts)

. State in the contract that such transactions are illegal




Exploitation techniques
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General Ideas @

- Find a way to do lots of transactions in a relatively short
time
. Transactions are made in two steps:

Initialization (can be automated)
Authorizing / Signing (requires human interaction)

- Automate / bypass transaction signing mechanism
(digipass, SMS, token, etc)
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Technique 0: No signing required J
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- 3000 transactions, 90 minutes, 30 RON A 73 RON, gain ~10 EUR

I & https:/jwww

rojinternetBanking/Payments

-2 B

» Lista plati viitoare

» Transfer conturi proprii

» Schimburi valutare

> |storic plati si transferuri

> Adauga sablon

» Sabloane plati si transferuri
> Incarca fisiere

> Fisiere incarcate

» Beneficiari

> Finalizare tranzactii (193)

+ Ajutor

> Ghid utilizare

> Demo video

Data inceput:

Data sfarsit:

Detalii:

24.08.2013

24.09.2013

Data

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

24.09.2013

Catre

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

Rata de schimb

:0.2205

102205

02205

10.2208

10.2208

10.2205

102205

102205

102205

102208

Din contul

RO29

RO29

RO2¢

RO2¢

RO29

RO2%

RO29

RO2¢

RO2¢

RO2¢

2511BUD026092702

2511BU0026092702

2511BU0026092702

2511BU0026092702

2511BU0026092702

2511BU0026092702

2511BUD026092702

2511BU0026092702

2511BU0026092702

2511BU0026092702

Suma

0.03 RON

0.03RON

0.03RON

0.03RON

0.03RON

003 RON

0.03RON

0.03RON

0.03RON

0.03 RON

Stare

Autorizat

Autorizat

Autarizat

Autorizat

Autorizat

Autorizat

Autorizat

Autorizat

Autorizat

Autarizat

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

Vezi detalii

@23456?89101112131415161?18192!];|

/
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Technique 1: Init lots and sign once @

- Initiate lots of transactions automatically and sign once
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Technique 1: Init lots and sign once

- Initiate lots of transactions automatically and sign once
Use Burp Suite to initiate transactions

I' &/ Intruder attack 1 2 @&
Attack Save Columns

Results | Target | Positions T Payloads TOptions ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to pavload positions - see help for full details.

Aftack type:  Sniper

POST /ib/Order.aspx ?MsgType=NT202 édwmny=518 HTTE/L.1
Host: o C_0 oo

A
k Add §
Connection: keep-alive Clear §
Content-Length: 105E

Cache-Control: max-age=0

Leocept: text..f’html,application;’xhtml+xml,applicat.ic\n;"xml:c1=D.9,",-"'.:c1=D.EI LﬂJ
Origin: ... .
User—-Agent: H021llax’5 0 (¥1l; Linux i686) AppleWebKit/537.17 (EHTHML, like Gecko) Chrome/24.0.1312.70 Safari/537.L7 M
Content-Type: application/x-www—form-urlencodsd

Beferer: https:// . ... Yib/Order.aspx ?MsgType=MTZ02

Aocept-Encoding: gzip,deflate, sdch

Loecept-Language: en-US,en;qgq=0.8

Aocept-Charset: IS0-8859-1,utf-8;q=0.7,*;¢q=0.3

Cookie: ASP.NET_Sessionld=fkhgribalzewxf55s4wuz0Id; _ utma=73151893. 1110628734, 1371293233, 1371293233, 1371293233.1;
_utmb=73151883.12.10.1371283233; _ utmc=73151883; _ utmz=T73151883.1371253233.1.1.utmesr= (direct) | utmeen= (direct) | utmemd= (none)

ctl00_ScriptManagerl HiddenField=& EVENTTARGET=ctlOD%Z4CenteriZ4Saves  EVENTARGUMENT=&  VIEWSTATE=%2FwEPDWUJNzQON]AzOTEZ ZEgEBRS£X0NvhnR
yh2xzUmVxdW 1y ZVEBve3 RCYWNES2VEX1BWAQUL T3 RsMD AkQ2 VudGVyI GlzZvROb3 Ep Zn 1 TAGF OAXNFLWF ph AUE Y3 RsMD AkQ2 VudGVy I G 2 ZyROZ WdwdG 1 hdGVkUmF 0 2VE £ Bull£xNE
BVRLSUOZTZLTDFMs2BT&  EVENTVALIDATION=3%ZFwEVFwEthSer Agihw5yFAQLx9aHxBgKAkt TiCOLEop% 2 BABWES 2B39T2COLHUs 2 FyBD AR xr £y AgKSxr EyAgKIxr EvAgLHus
2FyBDALHu% 2FyBDALHuS 2FyBDAKIxr fyAgKew7eHDAKIZ fKWAQLO% 2FqLP AgLuzh imC AKRqpzxBOLCwa790wk4% 2F 67k AQLTyKS 2 BRCOLEpe LD CEr TPFvEDCySvF IsibGXE0Lyqd
ul &ctlifsZ4CentersZamsgs24 Msgld=-léctlO0%Z4CentersZimsgyZd MsgType=NTI0Z &ctl00%Z4CentersI4msysZ40rdifame=FURTUNA+CONSTANT IN-ADRTAN &ct 100
3233clliccount =RO79’ 02100000013 60412 &ct 100%24Centers24msgs 24Buyiccount=R0727 77002 100000013 60423 sct 100%24Centers 2 4msgs 2
ctl00%24CentersZamsgs245e11Cey=RONEct 100%24Centers2amsgs s ctl100%24CentersZamsgs24BuyCey=EUR&ct 100%24Cen
t,er’:..‘lmsg%JlF)(Rate=D.332‘l19928825E:2??DDDMlidationKey=2E3CED13B52.B.S'?:9lSBJ.J.C'?EFECSBET-“lBl‘lEI?BSD -
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Technique 1: Init lots and sign once

Initiate lots of transactions automatically and sign once

Sign operations

To sign operations created priorto current date use the search filter.

|#  Fill-in date 5::22?;2;?;5 gﬁ::m:zm Status Message Signed

Foreign exchange

¥ 15/06/2013 14:22:35 u‘,‘ir'ifhgfu'atnegmaﬁnn DIRNON Approved A § X
¥ 15/06/2013 14:22:35 ﬁ'ifhgnﬁuﬁnegwamn UU_'UUEESSN Approved A 6§ X
¥ 1500612013 14:22:34 ﬁ'ifhgnﬁuutnegcmﬁm D025 RON - approved R § X
o sz A A 3§ X @
@ 15/06/2013 14:22:33 ﬁ'ifhgnauﬂnegctfzg:sﬂ A § X
¥ 15/06/2013 14:22:33 ﬁ'ifhgnﬁuﬁnegcg%? R §¥ X
¥ 1500612013 14:22:33 ﬁ'ifhgnﬁuutnegmiaﬁm DR Approved R § X
¥ 15/06/2013 14:22:33 ﬁ'ifhgnﬁu':’tnegmiaﬁm DR approved R § X 7
¥ 15/06/2013 14:22:33 u‘,‘ir'ifhgfu'atnegmaﬁnn DIRNON Approved A § X
¥ 15/06/2013 14:22:33 ﬁ'ifhgnﬁuﬁnegwamn UU_'UUEESSN Approved A 6§ X

12

SIGH ALL SELECTED ORDERS FILTER
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Technique 1: Init lots and sign once @

- Initiate lots of transactions automatically and sign once

- Signing can also be automated T stay tuned for next
chapter




e

ZeroNights 2013\

Technique 2: Payment files @

- Upload a payment file containing lots of transactions and
sign once
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Technique 2: Payment files

- Upload a payment file containing lots of transactions and

sign once
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El 1mport domestic payments from file

Attention For the payments of wages, enter "SAL" in the field "Instructiuni de procesare” from file.

-

Signing can also be automated 1 stay tuned for next

chapter

Select the file
Control sum | | (9,999.00)
Simultaneous approval [ |
Digipass code | |
The file format for the import of Domestic Payments
Example op excel
A B & D E F G H J L M
1 |Source Account Amount Payment date DoclD DocDate  Details Beneficiary Mame Beneficiary Account Beneficiary Bank Beneficiary Address Payment type
2 RO2Z2 004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7A 004320117003EU01  Bank XXX Bucharest 5
3 RO227° '004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7A 004320117003EU01  Bank XXX Bucharest 5
4 RO2Z. W004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7E .004320117003EUD01  Bank XXX Bucharest 5
5 RO22  T004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7A 004320117003EU01  Bank XX Bucharest 5
f RO22 004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO76 004320117003EU01  Bank XXX Bucharest 5
7 |RO22 004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7H 104320117003EUD01  Bank XXX Bucharest 5
8 RO22  004320117003RO01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO76A :004320117003EU01  Bank X0 Bucharest 5
9 RO22. T004320117003RO01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO76L  'W004320117003EU01  Bank XXX Bucharest 5
10 RO22 004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7A 004320117003EU01  Bank XXX Bucharest 5
11 RO2Z. 004320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7A 004320117003EUD01  Bank X0 Bucharest 5
12 |[RO22 204320117003R0O01  0.025 15.06.2013 7182 15.06.2013 payment details Adrian Furtuna RO7E: 004320117003EU01  Bank XXX Bucharest 5
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Technique 3: Real time transactions + rainbow@bles

- Do real time transactions automatically and sign using
pre-computed digipass responses
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Technique 3: Real time transactions + rainbow@bles

- Do real time transactions automatically and sign using
pre-computed digipass responses

- Applicable when signing is done using challenge-
response mechanism, with challenge code <=5 digits

Enter the response generated by Digipass forfocode 43015

Digipass response || |
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Technique 3: Real time transactions + rainbow@bles

- A challenge-response digipass returns the same
response for the same challenge code every time

Response = f(challenge, timestamp, client ID, other data)
= f(challenge, static data )

Build rainbow tables with digipass responses

. Feasible for max 5 digit challenge codes
. Max 99999 possibilities
. Can be automated, stay tuned
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Technique 4: Real time transactions + digipass aut(@ation

- Do real time transactions automatically and sign using
digipass responses computed in real time
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Technique 4: Real time transactions + digipass aut(@ation

- Do real time transactions automatically and sign using
digipass responses computed in real time

- Requires automation of the signing device (digipass,
phone, etc)




Digipass automation
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LimID project (for VASCO GO3) @

http://limid.sitadella.com

Code regenerates at 30 seconds



http://limid.sitadella.com/
http://limid.sitadella.com/
http://limid.sitadella.com/
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My machine (for VASCO 550)

Requires PIN
authentication

Used for:
A 2nd factor authentication

A Transaction signing
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