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/WhoAmI ? 

ÅChief Research Officer @ Cvyera LTD 

ÅFormerly Security Evaluation Architect of the 
Software & Services Group @ Intel® 

ÅBefore that ɒ Entrepreneur, Consultant, IDF 

Å!FQ;SM ; M?=OLCNS Ɉ?HNBOMC;MNɉ J  
ïPersonal focus areas:  
ÅDBI, Fuzzing & Automated exploitation 

ÅExploitation techniques & Mitigations 

ÅVehicles & Traffic systems 

ÅEmbedded systems 
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ThankZ & GreetZ 

ÅMy wife 

ïFor tolerating me doing security research 
 

ÅEveryone at Cyvera, special thanks to: 

ïHarel Baris for help with the presentation design 

ïGal Badishi and Ariel Cohen for reviewing 
 

ÅAll Intel security people 

ïEspecially my old team  
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What I will talk about today 
"?SIH> QBS PCLNO;FCT;NCIH CM PCLNO;FFS CGJIMMC<F? NI M?=OL?ȿ 

ÅHardware assisted virtualization 

ÅSW stacks and different virtualization 
approaches and related weaknesses 

ÅThe complexity in memory management and 
related weaknesses 

ÅComputer platforms internals and related 
weaknesses  

ÅFinally, I will present a small taxonomy of 
attacks against virtualization 

ÅSpecial bonus ɒ potential VM escape ;-) 
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What is Virtualization? 
ÅIn the context of this talk replacing the CPU 

and computer platform with a virtual 
environment 

ÅA bit of history: 

ï4OLCHAɇM OHCP?LM;F computing machine 

ïPopek and Goldberg virtualization requirements 
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Terminology 

ÅA Virtual Machine Manager (VMM) is the software 
virtualizing privileged instructions and hardware 

ÅA Virtual Machine (VM) is a software stack running 
under a VMM 

ÅA Guest OS is the operating system of a VM 

ÅA Host OS is the operating system controlling the 
VMM  

ÅRoot operation is when you execute inside a VMM 
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7B;N CM ɈM?=OL?ɉ PCLNO;FCT;NCIHɂ 

    Security Goals: 
ïPrevent modification of VMM and host OS 

by guests 
ïPrevent guest OS from modifying another 

guest 
ïPrevent guest from subverting hardware or 

firmware* 
ïPrevent guest from stealing data from  

other guest OS / host OS / VMM* 
ïPrevent DOS by guest OS* or getting unfair 

share of resources relative to other guests* 
ïKeep guest OS secure ɒ >IHɇN B;LG HILG;F 

OS defenses* 
                * Depending on the hypervisor design, might be a non-goal 
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Piling different pieces of software 
SOFTWARE STACKS 
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Software Stack 
Type 1 Hypervisor 

Hardware 

Guest Operating System 1 

Process 1 Process 2 Process 3 

Instruction Set 

System Calls 

Virtual Machine Manager (Hypervisor / VMM) 

VM Exits / Entries 

Guest Operating System 2 

Process 1 Process 2 Process 3 

VM EXIT 

VM Entry 
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Software Stack 
Type 2 Hypervisor 

Hardware 

Host Operating System 

Process 1 Process 2 Process 3 

Instruction Set 

Virtualized System Calls 

VMM 

VM Exits / Entries 

Guest Operating System 

Process 1 Process 2 Process 3 

System Calls 
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ISA emulation challenges 

ÅA VMM needs to emulate every  
instruction or event it registers on 
ÅA VMM must register to a certain set of 

instructions and x86 ?P?HNM EHIQH ;M NB? Ɉ@CR?>-1 
?RCNMɉ 
ïe.g: CPUID, GETSEC, INVD, XSETBV and various VT ISA 

ÅISA emulation challenges 
ïSpecification 
ïCorner cases 
ïDeciding if the guest has the right privilege from root 

operation is hard 
Å#IH@OM?> >?JONS MCNO;NCIHȿ 
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Software Stack 
SMM with VMM 

Hardware 

Instruction Set 

System Calls 

VM Exits / Entries 

Guest OS 1 

Process 
1 

Process 
2 

Process 
3 

Virtual Machine Manager (Hypervisor / VMM) 

Guest OS 2 

Process 
1 

Process 
2 

Process 
3 

SMM 

#SMI 

RSM 
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Software Stack 
SMM Transfer Monitor (STM) 

Hardware 

Instruction Set 

System Calls 

VM Exits / Entries 

Guest OS 1 

Process 
1 

Process 
2 

Process 
3 

Virtual Machine Manager (Hypervisor / VMM) 

Guest OS 2 

Process 
1 

Process 
2 

Process 
3 

SMM 

STM 
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Micro-VMMs 

Hardware 

Instruction Set 

System Calls 

Micro VMM 

VM Exits / Entries 

Guest Operating System 

Process 1 Process 2 Process 3 
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Section summary 

ÅThere are many ways to use hardware 
virtualization technology: 
ïType I, Type II, Micro-6--Mȼ ȿ 

ÅEach approach has its own unique challenges: 
ïFull HW virtualization: Secure a big implementation 

of SW emulation for all HW 
ïPara-virtualization: Secure the guest OS interface 

with the host OS  
ïAll implementations: Emulate ISA correctly and 

securely 
ïMicro-VMMs: Defend from HW subversion 

ÅSMM is too privileged and where are the STMs? 
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Where did I put that instruction? 
MEMORY 
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Memory is simple, right? 

0x12345678 

0xABABABAB 

0ȄCCΧΦΦΦCC 

0x00ΧΧ00 
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Memory ɒ Intel manual 
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Memory ɒ Address Translations 

0ȄCCΧΦΦΦCC 

0x00ΧΧ00 

0x12345678 

0xABABABAB 

EPT  
translation 

MCH  
mappings 

Guest physical System view DRAM 

Paging 
translation 

Linear addressing 

* MCH = Memory Control Hub (MMU) 
** Segmentation adds another translation and the cache adds a whole new translation path 
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CPU 
CPU 

CPU 

Memory ɒ point of view 

DRAM 

CPU 

Devices 

MCH 
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Memory ɒ MMIO 
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Special address ranges 
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performance Security 

Cache! 

Sorry, out of scope for todayɒ 

there is no end to it once you start discussing   
cache and security 

Suffice to say that it adds another translation 
layer and that it is complex and performance 
oriented 


