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A Chief Research Officer@@yerd - TD

A Formerly Security Evaluation Architect of the
Software & Services Group @ Intel®

A Before thab Entrepreneuy Consultant, IDF
Al FQ; SM ; M?=0LCNS 3 ?2HI
I Personal focus areas:
A DBI, Fuzzing & Automated exploitation
A Exploitation techniques & Mitigations

A Vehicles & Traffic systems
A Embedded systems
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ThankZ& GreetZ

A My wife
I For tolerating me doing security research

A Everyone at Cyvera, special thanks to:
I HarelBarisfor help with the presentation design
I Gal Badishi and Ariel Cohen for reviewing

A All Intel security people
I Especially my old team
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What | will talk about today

2SI H> QBS PCLNO; FCT; NCI H CM

A Hardware assisted virtualization

A SW stacks and different virtualization
approaches and related weaknesses

A The complexity in memory management and
related weaknesses

A Computer platformsnternals and related
weaknesses

A Finally, 1 will present a small taxonomy of
attacks against virtualization

EeCIaI bonu® potential VMescape-)
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What Is Virtualization?

A In the context of this talk replacing the CPU
and computer platform with a virtual
environment

A Abit of history:
i 4 OL CHA ¢ MomDuir@maching: F




Terminology

A AVirtual Machine Manager (VN#Mhe software
virtualizing privileged instructions and hardware

A AVirtual Machine (Vi8)a software stack running
under a VMM

A AGuest O% the operating system of a VM

A AHost OSs the operating system controlling the
VMM

A Root operatioris when you execute inside a VMM
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Security Goals

I Prevent modification of VMM and host OS
by guests

i Prevent guest OS from modifying anothersh at
guest o

I Prevent guest from subverting hardwar osoi s
frmware* i

I Prevent guest from stealing data from
other guest OSHost OS / VMM*

I Prevent DOS by guest OS* or gettimighir 4
share ofesourceselative to other guests &g

| KeepguestOSsecwme | H¢ N B

OS defenses*
* Depending on the hypervisor design, might be agumad
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Software Stack
Typel Hypervisor
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Software Stack
Type2 Hypervisor
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ISA emulation challenges

A A VMM needs to emulate every
Instructionor event it registers on

A A VMNhustregister to a certain set of
Instructions and&? P? HNM EHI QH ;
? RCN Mj

I e.g CPUID, GETSEC, INVD, XSETBV and various V1

A ISA emulation challenges
I Specification
I Corner cases

I Deciding if the guest has the right privilege from root
operation ishard

A#1 HOQOM? > >?JONS MCNO; NCI Hs
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Software Stack
SMMwith VMM
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Software Stack
SMM Transfer Monitor (STM)
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Micro-VMMSs
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A There arenanyways to use hardware
virtualization technology:
I Type |, Type Ill, Micbo- - Mg s

A Each approach has its own unique challenges:

I Full HW virtualizatiorSecure a big implementation
of SW emulation for all HW

| Paravirtualization Secure the guest OS interface
with the host OS

i All implementationsEmulate ISAorrectly and
securely

i MicroVMMsDefend frontHW subversion
A SMMs too privileged and where are t8&M?
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Memory Is simple, right?

OECCXdPDPDPCC
A

0x12345678

OxABABABAB
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Memoryp Intel manual
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FHYSICAL MEMURY
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Linear addressing
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Paging
translation
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Guest physical

t
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ranslation

* MCH = Memory Control Hub (MMU)
** Segmentation adds another translation and the cache adds a whole new translation path

System view

Memoryo Address Translations
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Memoryp point of view
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Memoryno MMIO
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FPHYSICAL MEMORY
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Special address range

Figure 2-3. Main Momory Address Range Figure 7-4. PCl Memory Address Range

FFFF_FFFFh ~ | 4GB Max FFFF_FFFFh 468
RLASM ! High BIOS
AP FFEQ_0000h 4GB-2MB
! 1 DM Interface
R TXT . (subtractive decode)
Contans: FEF0_0000h 4GB-17 MB
1 FSB Interrupts
Dev0. 1,2 6 BARS PCI Memory Range = FEEQ_0000h BT 4GB- 18 MB Optional HSEG
ad PCHPCH ranges el Sl FEDA 0000h to
TOUo FEDO_oo00n | (8 ) FEDB_FFFFh
[ GO ] Local (processor) | 4 GB— 19 MB Ll
| APIC
IGGYY | FEC8_0000h
. YO APIC
TSEG
e TSEG_BASE FECD_0000h 4 GB- 20 MB
] DFR ] DM Interface
! (subtractive decode)
Main Mesnory
F n
000_0000 4 GB - 256 MB
0100_0000h | 16m8 PCI Express* Possib
: ¥ le address range
| ISA Haole (optional) 158 Configuration Space (Not fixed)
Masn Momory 0000000k 4GB-512MB
0010 1ve Programmable
) 0000n DMI Interface windows, graphics
(subtractive decode) ranges, PC| Express*
DOS Compatbiity Memory Port could be here
oh | om8
TOLUD
Figure 2-1. System Address Range Figure 2-2. DOS Legacy Address Range
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= K
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e Y
o5 000B_FFFFh 76818
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os 000A_0000h
’ e 0009_FFFFh 840KB
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) QLT
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At -y
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Cache!

Sorry, out of scope for today

there Is no end to it once you start discussing
cache and security

Suffice to say that it adds another translation
layer and that it is complex and performance
oriented

performance
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